SOLUTION BRIEF

The lvanti Security Solution That's Right for Me

Endpoint security solutions from Ivanti provide the security controls that global experts agree create the highest barriers to
real-world attacks. The best product fit for your IT environment depends largely on what you currently use to manage and
control it.

Ivanti Endpoint Security for Endpoint Manager

= A solid choice if you currently use or are considering Ivanti®
Unified Endpoint Manager.
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® Lets you secure the devices you manage from the Unified
Endpoint Manager console. : —
®  Automate discovery, inventory, patch management, and : == : : . :
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whitelisting and device control. : - 5 . S—

B When combined with Unified Endpoint Manager, you can o ‘ .

isolate a device automatically, remote control it to investigate
GET A FREE TRIAL

the incident, and remediate or re-image.

Ivanti Patch for Endpoint Manager

®  Available separately or as part of Endpoint Security for
Endpoint Manager.

® Detect vulnerabilities in Windows, macOS, Linux, and e m—
hundreds of third-party apps. Deploy expertly pre-tested i ) '
patches everywhere you need them. = ' -

B Native integration with Ivanti Unified Endpoint Manager lets
you patch and manage endpoints from a single console.

B Create and deploy a group of patches from vulnerability
scans.

B Predict the operational impact before deploying a patch, and
. GET A FREE TRIAL
analyze the real impact after deployment.
B Grant the correct privileges to employees, providing a great
use experience
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Ivanti Patch for SCCM

® |t's smart to add this plug-in if you use Microsoft System
Center Configuration Manager (SCCM).

B Provides an easier way to patch third-party apps from the
SCCM console while employing the same infrastructure and
workflows built into SCCM.

m  Offers features that further enhance the SCCM experience,
like configurable alerts and CVE to patch list creation, which
lets you easily convert a list of CVEs to a list of updates to
deploy.

Ivanti Security Controls

® |deal if you need a standalone security solution. Brings
industry-leading automated patch management for Windows,
Red Hat Enterprise Linux, CentOS, dynamic whitelisting, and
granular privilege management together in one solution.

®  For Windows machines you can patch everything from the OS
and apps to virtual machines (VMs), virtual templates, and
even the ESXi hypervisor with its deep integration with
VMware.

B Supports CVE to patch list creation, plus provides patch REST
APIs to integrate with other products, automate shared
processes, and provide remote access and control of the
console.

®  Throughout 2019, Ivanti Security Controls will be expanded to
patch macOS , and more and provide device control.
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