SOLUTION BRIEF

Ivanti’s take on European and United Kingdom
Data Sovereignty and Privacy Regulations
As technology continues to evolve and data
transmissions occur on a global basis, data privacy
has become one of the most important aspects of
business today. This document will explain how
Ivanti handles data sovereignty as well as how the
company meets specific European Data Privacy
regulations.

1.0 Brexit and GDPR
As of January 1, 2021, the United Kingdom (UK) will
no longer be part of the European Union (EU). Ivanti
expects that privacy regulation in Europe and the
UK with be reciprocal and that a reciprocity
agreement will be a place. As a result, data location
will have more to do with the customer’s data
sovereignty desires than strict GDPR compliance
requirements. Additionally, Ivanti expects there to
be a UK version of GDPR and is intending to follow
this regulation when it becomes official law.

2.0 Privacy Shield and
Standard Contractual Clauses
(SCCs)
On July 16, 2020, the European Union Court of
Justice invalidated the EU-US Privacy Shield as it
was determined that Privacy Shield did not comply
with the level of protection required by European
law. On September 8, 2020, the Swiss Data
Protection Authority also declared the Swiss-U.S.
Privacy Shield invalid as it was deemed inadequate

Learn More
ivanti.com

ivanti.com

1 800 982 2130

for the purposes of transfers of personal data from
Switzerland to the U.S.
Ivanti is a current member of Privacy Shield and
intends to become a member of Privacy Shield 2.0
when it is passed by the US Department of
Commerce and the UK Data Protection Authority.
As a general rule, European Customer Data does not
enter the United states (this applies to both EU and
UK Customer Data). For customers that require
additional privacy compliance measures, it is
possible for Ivanti to enter into Standard
Contractual Clauses as needed.

3.0 Data Sovereignty
Data Sovereignty, the concept that data stored
within a country’s boundaries are is required to
follow that country’s laws, is a critical concept when
it comes to data privacy regulations. At this time,
Ivanti intends to have Data Centers located in
Germany and the United Kingdom. This will allow
customers the ability to designate where they
would like their data to reside.
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