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CrowdStrike Falcon Prevent™ — Next-Gen AV

With more surface area to cover, more mission-
critical assets to protect, and more sophisticated
threats to defend against, IT Operations and
Security teams must find a way to work together
better to identify and protect vulnerable IT systems.
To help bridge this gap, Ivanti and CrowdStrike have
formed a strategic technology partnership that
helps joint customers reduce the attack surface and
respond more quickly should a threat get through.

Key Partnership Benefits

Here’s how our technology partnership will benefit joint
customers. You'll get:

= Deeper protection and control over employee
devices

= Better insight and visibility into security incidents and
better time to resolution

= Faster remediation of prioritized threats to keep
endpoints’ data protected

Ivanti delivers industry-leading endpoint security
solutions, integrating security controls global experts
agree create the highest barriers to real-world attacks
(discovery, patch and privilege management,
whitelisting, and secure configuration). For its part, the
CrowdStrike Falcon platform seamlessly integrates its
own suite of security solutions:

= Next-Generation AV protects endpoints against all
threat types—known and unknown, malware and
malware free.

= Endpoint Detection and Response (EDR) helps
uncover attackers in your organization’s environment
and remediate the situation.

= Managed Threat Hunting provides a dedicated
team of expert adversary hunters watching your
back 24/7.

= Threat Intelligence provides in-depth cyber security
analysis and reporting, enabling you to understand
adversary motives, anticipate their actions, and
prevent them from breaching your organization.

= IT Hygiene allows for unprecedented visibility into
your environment, so you can identify unauthorized
systems and applications in real time and remediate
as needed.

= Additional services, including supported
vulnerability management, malware queries, and
malware research, provide further knowledge and
enable rapid response to protect against future
attacks.

These modular solutions are powered through the cloud
via a single lightweight agent. With this unique,
integrated platform approach, customers can prevent
and detect never-before-seen threats and tailor security
responses based on the severity of malicious behavior.

More Than an AV Replacement

Falcon Prevent is the most complete AV replacement
solution in the industry, delivering superior protection
that operates without the need for constant signature
updates, on-premises management infrastructure, or
complex integrations. Even the largest organizations
can be up and running with Falcon Prevent in minutes.
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It's more than an AV replacement, though. Falcon
Prevent provides a new generation of prevention
features capable of defeating ever-evolving attacks,
including commodity malware, zero-day malware, and
even advanced malware-free attacks.

= Known malware prevention — \Weed out the
obvious.

= Machine learning — Detect and prevent known and
unknown malware, whether endpoints are on or off
the network.

= Exploit mitigation — Stop attacks that exploit
vulnerabilities to compromise hosts.

= Whitelisting/blacklisting — Block or allow custom
hashes.

= Indicators of attack (I0OAs) — Correlate endpoint
events to detect stealthy behavior that indicates
malicious activity.

Full Protection, Online and Off

Falcon Prevent leverages protection technologies in the
cloud and on the endpoint, providing full prevention
when disconnected from the network and using the
power of the cloud when connected.

About CrowdStrike

CrowdStrike is the leader in cloud-delivered endpoint
protection. Leveraging artificial intelligence (Al), the
CrowdStrike Falcon® platform offers instant visibility and
protection across the enterprise and prevents attacks on
endpoints on or off the network. CrowdStrike Falcon
seamlessly unifies next-generation AV with best-in-class
endpoint detection and response, backed by 24/7
managed hunting. Its cloud infrastructure and single-
agent architecture take away complexity and add
scalability, manageability, and speed.

CrowdStrike Falcon protects customers against all
cyber-attack types, using sophisticated signatureless Al-
and |IOA-based threat prevention to stop known and
unknown threats in real time. Core to its innovative
approach is the CrowdStrike Threat Graph™, which
analyzes and correlates over 50 billion events per day
from millions of sensors deployed across more than 170
countries, uniquely providing crowdsourced protection
for the entire customer community.

Learn more at https://www.crowdstrike.com/.
We Stop Breaches.

About Ivanti

Ivanti unifies IT and Security Operations to better
manage and secure the digital workplace. From PCs to
mobile devices, VDI and the data center,

Ivanti discovers IT assets on-premises and in the cloud,
improves IT service delivery, and reduces risk with
insights and automation. The company also helps
organizations leverage modern technology in the
warehouse and across the supply chain to improve
delivery without modifying backend systems. Ivanti is
headquartered in Salt Lake City, Utah, and has offices
all over the world. For more information, visit
www.ivanti.com and follow @Golvanti.
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